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Chapter 7: Legal and Ethical Aspects

Source mapping: Al Engineering_ WS20252026__ Ch6_ Ch7.pdf, slides 379-387 (Sections
7.0-7.3). Enriched study version for the TU Braunschweig “Al Engineering” WS 2025/2026
exam (120 minutes, 50 points, English, non-programmable calculator). Exam style re-
minders: multiple choice has exactly one correct option; “Explain why..” questions are
worth 3 points and expect cause — mechanism — consequence; mini-cases are worth 5
points and expect technique + justification + trade-off. The exam instructs: “Use the tech-
nical terms from the lecture. Do not use abbreviations.” Round all numerical answers to 2
decimals.

1. Chapter Overview

This chapter brings the entire course back to responsibility. Al engineers do not ship models in a
vacuum: data-protection law, copyright, liability, fairness, and security all constrain what may be built
and deployed. The lecture’s key message (slide 380):

“In Al engineering, a system can work exactly as intended — and still cause harm.”

Three reasons why this matters (slide 380): 1. Al systems scale decisions — one model makes millions
of decisions per day. 2. Errors become systemic — a single biased weight pattern repeats the same
mistake everywhere. 3. Responsibility is distributed — data collection, training, integration, and
operation are done by different parties.

Connections to earlier chapters: - Training data and scraping (Chapter 2) — data protection and
copyright (Section 7.2). - Alignment and preference tuning (Chapter 2.10) — bias and objective design
(Section 7.3). - Retrieval and prompt injection (Chapter 4) — security and misuse (Section 7.3). -
Agents and autonomy (Chapter 5) — human oversight and liability (Sections 7.2, 7.3).
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2. Glossary of Key Terms

Term Meaning LT Example
General Data European Union EFTS O JIHIF right to erasure of
Protection Regulation regulation governing SO =3 one’s data

(GDPR)

Personal data

Lawful basis

Data minimization

Right to erasure

Data subject

EU AI Act

High-risk Al system

General-purpose Al
model

Text and data mining
exception

Memorization

processing of personal
data

Any information
relating to an
identified or
identifiable natural
person

One of six legal
grounds required
before processing
personal data

Collect and keep only
data that is necessary
for the stated purpose
Data subject may
demand deletion of
their personal data
The person whose
personal data is
processed

Risk-based European
Union law regulating
AT systems (in force
since 2024, phased
application
2025-2027)

AT Act category with
strict obligations
before market entry
Model trained on
broad data, usable for
many downstream
tasks

Copyright exception
allowing automated
analysis of lawfully
accessed works

A model reproducing
near-verbatim
sequences from
training data
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name, email address,
IP address

consent, contract,
legitimate interests

not logging full chat
transcripts forever

“delete my account
and my data”

a user whose chats are
logged

bans social scoring

credit scoring, hiring
tools

a large language
model

scraping web text for
training, unless opted
out

regurgitating a news
article



Term Meaning L&A Example

Provider Party that develops @ /% Al ot == the company training
an Al system or JISF A the model
model and places it
on the market

Deployer Party that uses an AI @ or% Al 327 I a bank using a scoring
system professionally &=t o3 model
under its own
authority

Liability Legal responsibility to =S =n3fa g paying damages after
compensate for harm a wrong decision

Bias (statistical) Systematic deviation — *&fSae FwTS lower hiring score for
of outputs that one gender
disadvantages some
group

Selection rate Fraction of a group A s 355 F hired + applicants per

Demographic parity

Disparate impact

ratio

Fighty percent rule

Equalized odds

Automation bias

Human oversight

Dual use

Misuse

Machine unlearning

receiving the positive
decision

Equal selection rates
across groups

Lowest selection rate
divided by highest
selection rate
Heuristic: ratio below
0.80 signals adverse
impact

Equal true positive
rate and false positive
rate across groups
Human tendency to
over-trust automated
outputs

Designed-in ability of
humans to monitor,
question, and override
the system

The same capability
can serve beneficial
and harmful purposes
Deliberate harmful
use of a system
Techniques to remove
the influence of
specific training data
from a model
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group

equal loan approval
rates
0.18 = 0.30 = 0.60

0.60 < 0.80 — adverse
impact

equal miss rate for all
groups

doctor accepts wrong
AT diagnosis

mandatory review
before rejection
chemistry helper

vs. synthesis of toxins
deepfake fraud
approximate

forgetting of one
user’s records
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7.0 Legal and Ethical Foundations for AI Engineering
What the lecture says (slide 380)

o This session is not law school and not moral philosophy — it covers the engineering consequences
of legal and ethical constraints.

o Al systems scale decisions; errors become systemic; responsibility is distributed.

e A system can work exactly as intended and still cause harm — for example, a perfectly accurate
engagement-maximizing recommender that amplifies outrage.

The three legal stakeholders of every Al system

1. The data subject — the person whose data was used for training or is processed at inference time.
Protected by data-protection law.

2. The user / affected person — the person who relies on outputs or is judged by them. Protected
by consumer law, anti-discrimination law, and the EU Al Act.

3. The third party — the person whose copyright, likeness, or reputation the system may infringe.
Protected by copyright and personality rights.

Every design decision (what data to collect, what objective to optimize, what fallback to provide)
changes the exposure of each stakeholder. That is why the lecture calls data choices “legal and ethical
design decisions” (slide 383).

Engineering consequences

e Clear ownership — someone must be accountable for each pipeline stage.
o Traceability — logs, dataset versioning, model versioning, decision records.
e Monitoring and fallback — detect failures in production and have a safe degraded mode.
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7.1 Why AI Is Not “Just Software”
What the lecture says (slide 381)

Key differences between Al systems and traditional software:

Traditional software Al system

Behavior is fully specified by the developer Decisions are learned, not fully specified

Deterministic: same input — same output Probabilistic: same input may yield different
outputs

Bugs are local, reproducible, patchable Errors scale instantly across millions of
decisions



Traditional software Al system

Behavior independent of deployment context Outcomes depend on context and data (drift,
distribution shift)
You ship code “You don’t just ship code — you ship behavior.”

Additional engineering-relevant properties discussed in the course: - Opacity — it is hard to explain
why a particular output occurred. - Drift — performance changes over time as the world changes.
- Adversarial fragility — small crafted input changes can flip outputs (prompt injection, adversarial
examples). - Emergence — capabilities appear at scale that nobody explicitly programmed.

Consequences for quality assurance

e A unit test assertEqual(answer, "Funafuti”) is useless when a hundred different phrasings are
valid and the model occasionally hallucinates.

e You need statistical quality assurance: golden datasets, regression suites with pass-rate thresholds,
online monitoring, drift alarms.

e You need process safeguards: human review for high-stakes outputs, rollback plans, and docu-
mented evaluation before each model update.

Why this matters legally

Because behavior is learned and probabilistic, classic legal concepts strain: - A “defect” is hard to
define when no specification fully describes correct behavior. - Reproducing an error for a court case
may be impossible (sampling randomness, model updates). - The party who wrote the code may not
be the party who chose the data or the deployment context — responsibility is distributed across the
pipeline (slide 382).
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7.2 Legal Landscape

The lecture treats three pillars: (1) responsibility and liability, (2) data and privacy, (3) copyright —
and this study version adds the EU Al Act risk pyramid in full depth, since it is the standard exam
framework for classifying systems.

7.2.1 Data and Privacy — the General Data Protection Regulation

Key facts from the lecture (slide 383)

o Training data is rarely neutral or anonymous.
e Personal data can appear in datasets, in embeddings, and in model outputs.
¢ Two common misconceptions, both wrong;:

— “The model doesn’t store data.” — Models can memorize and regurgitate rare training
strings; embeddings can be inverted to recover inputs.
— “Public data is legally safe to use.” — Publicly accessible personal data is still personal data;

publication does not waive data-protection rights.



The six lawful bases (Article 6) Processing personal data is forbidden unless at least one lawful basis
applies:

1.

S ot N

Consent — freely given, specific, informed, unambiguous, and revocable.

Contract — processing necessary to perform a contract with the data subject.

Legal obligation — processing required by law (for example, tax records).

Vital interests — protecting someone’s life.

Public task — exercise of official authority or public interest.

Legitimate interests — controller’s interests, balanced against the data subject’s rights (the usual
basis claimed for web-scraped training data; it requires a documented balancing test and can be
overridden by the data subject’s objection).

Practical notes: - Consent is not valid if there is a power imbalance (employer—employee) or if the
service is refused without it (“forced consent”). - For special categories (health, religion, political
opinions, biometrics), stricter rules apply (Article 9) — relevant because web-scale corpora inevitably
contain such data.

Core principles

Lawfulness, fairness, transparency — the data subject must be able to know what happens with
their data.

Purpose limitation — data collected for one purpose may not be silently reused for another
(scraped-for-search data reused for model training is exactly this tension).

Data minimization — collect only what is necessary.

Accuracy, storage limitation, integrity and confidentiality, accountability.

Data-subject rights versus large language model training

Why it is hard for trained

Right Meaning models
Access (Article 15) “What data about me do you  No record-level lookup exists
hold?” inside weights; you can search

the corpus but not the model

Rectification (Article 16) “Correct my wrong data.” A model that learned a false

fact about a person repeats it;
you cannot edit one fact

reliably
Erasure (Article 17) “Delete my data.” See below — deleting from
weights is the open problem
Objection (Article 21) “Stop processing my data.” Stopping future training is
easy; undoing past training is
not
Not subject to solely A human must be able to Forces human-in-the-loop
automated decisions (Article intervene in significant design for credit, hiring, and
22) decisions similar decisions

Why erasure from weights is hard (exam favorite, 3-point structure): - Cause: training compresses mil-
lions of documents into shared, distributed parameters; there is no row in a database that corresponds
to one person. - Mechanism: each weight is influenced by gradients from many examples simultane-
ously; one person’s data is smeared across the network, and rare or repeated strings may additionally



be memorized verbatim. - Consequence: the only exact remedy is retraining from scratch without the
data (prohibitively expensive); machine unlearning is approximate and hard to verify; output filtering
suppresses the symptom (the model still “knows” the data, it just will not say it). Hence compliance
is currently managed by not ingesting identifiable data where possible, honoring opt-outs at collection
time, and filtering at output time.

Data minimization versus web-scale scraping There is a structural tension: - The GDPR demands
collecting only what is necessary for a stated purpose. - Modern pretraining demands as much text as
possible, with the purpose only loosely defined (“train a general model”). - Engineering mitigations: pre-
training PII filtering and deduplication (deduplication also reduces memorization), respecting robots-
exclusion and opt-out signals, documenting data sources (data governance), and differential-privacy
training for sensitive fine-tuning data. - None of these fully resolves the tension — this is an honest
“open problem” answer the examiners accept, if you name the mitigations.
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7.2.2 Copyright and Training Data
The three copyright questions for generative Al

1. Input side: May copyrighted works be copied for training?

2. Output side: Can a model output infringe copyright?

3. Authorship: Who owns model outputs? (Largely: purely machine-generated works get no copy-
right protection in the European Union and the United States; human creative contribution is
required.)

The European text and data mining exception (input side) The Digital Single Market Copyright
Directive (2019/790) created two exceptions: - Article 3 — research exception: research organizations
and cultural-heritage institutions may mine lawfully accessible works. Rights-holders cannot opt out. -
Article 4 — general /commercial exception: anyone (including commercial AT companies) may reproduce
lawfully accessible works for text and data mining, unless the rights-holder has reserved their rights
(opt-out) in a machine-readable way (for example robots.txt entries or metadata reservations).

Consequences: - In the European Union, training on scraped web data is presumptively allowed if
access was lawful and opt-outs are honored. The EU Al Act reinforces this: general-purpose model
providers must publish a training-content summary and maintain a copyright policy that honors Article
4 reservations — even if training happened outside the European Union. - In the United States, the
equivalent battle is over fair use (ongoing lawsuits: news publishers versus model providers, music
labels, image libraries). No settled rule yet.

Output infringement, memorization, regurgitation

¢ Memorization: language models demonstrably store some training sequences verbatim, especially
rare strings and strings repeated many times in the corpus (Carlini et al., training-data-extraction
work).



o Regurgitation: with suitable prompts, the model emits near-verbatim copies — a reproduced
news article or a copyrighted image is an infringing copy, regardless of how it was generated.

o Substantial similarity without verbatim copying can also infringe (style is not protected, but
specific protected expression is).

o Engineering mitigations: deduplication of training data (fewer repeats — less memorization), out-
put filters comparing generations against known copyrighted text, refusal training for “reproduce
this article” prompts, and provenance logging.
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7.2.3 Responsibility and Liability — Provider, Deployer, User

What the lecture says (slide 382) The typical AI pipeline — data collection — model design and
training — integration and deployment — operation and monitoring — involves many hands. “I
only worked on X” is common, and ownership is unclear. Non-determinism is not an excuse: “Non-
determinism # no responsibility.”

Typical failure cases named in the lecture: - Wrong classification or prediction. - Over-reliance by
human operators (links to automation bias, Section 7.3). - Missing safeguards in deployment.

Liability chain under the EU Al Act and product-liability law

PROVIDER DEPLOYER USER / AFFECTED PERSON

(develops the Al system) (uses it professionally) (interacts or is judged)

Conformity assessment, technical Use per instructions, human Right to explanation and complaint;
documentation, risk management, oversight, input-data quality, misuse outside instructions can
accuracy / robustness, CE marking logging, inform affected persons shift responsibility to the user

A deployer who substantially modifies a high-risk system becomes a provider and inherits provider duties.

Figure 1: Liability chain: provider, deployer, user

The three roles and their duties



Role Who Main duties Liable when...
Provider Develops the Al Risk management, the system is
system / model and data governance, defective,
places it on the technical mis-documented, or
market under its own  documentation, shipped without
name accuracy and required safeguards
robustness testing,
conformity
assessment,
post-market
monitoring
Deployer Uses the system Use according to it deviates from

professionally under
its own authority
(bank, hospital,
employer)

instructions, ensure
human oversight,

ensure relevant and
representative input

instructions, skips
oversight, feeds
unsuitable data, or
ignores incidents

data, keep logs,
inform affected

persons
User / affected person Interacts with or is Use within terms of misuse outside the
judged by the system  service intended purpose (for

example, using a
chatbot to commit
fraud) shifts
responsibility to the
user

Two important edge rules: - A deployer becomes a provider if it substantially modifies a high-risk system
or markets it under its own name — and then inherits all provider duties. - Liability theories stack:
product liability (defective product — manufacturer liable, now explicitly extended to software and Al
in the updated European product-liability framework), contractual liability (service-level agreements),
negligence (breach of a duty of care), and sectoral law (medical-device regulation, financial regulation,
platform regulation).
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7.2.4 The EU AI Act — the Risk Pyramid

The EU AI Act (in force August 2024; bans applicable February 2025; general-purpose-model rules
August 2025; most high-risk obligations 2026-2027) regulates AI by use-case risk, not by technology.
The same model can sit in different tiers depending on what it is used for.

Tier 1 — Unacceptable risk (prohibited practices) Banned outright. Concrete examples: - Social
scoring of natural persons by public or private actors leading to detrimental treatment in unrelated



EU Al Act: risk-based pyramid

prohibited

HIGH RISK
(strict obligations)

LIMITED RISK
(transparency duties)

MINIMAL RISK
(no extra obligations)

More systems, fewer duties at the bottom; fewer systems, stricter duties at the top.

Social scoring, manipulative Al,
real-time remote biometric ID in public

Credit scoring, hiring/CV screening, medical
devices, exam grading, law enforcement

Chatbots, deepfakes, emotion
recognition: disclose Al use

Spam filters, video-game Al,
inventory forecasting

Figure 2: EU Al Act risk pyramid with four tiers
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contexts. - Subliminal or purposefully manipulative techniques that materially distort behavior and
cause significant harm. - Exploitation of vulnerabilities (age, disability, social situation). - Untargeted
scraping of facial images from the internet or surveillance footage to build face-recognition databases. -
Emotion recognition in workplaces and schools (with narrow safety exceptions). - Real-time remote bio-
metric identification in publicly accessible spaces for law enforcement (with narrowly defined exceptions
such as searching for victims of kidnapping, subject to judicial authorization).

Obligation: do not build, do not sell, do not use. Highest fines in the Act.

Tier 2 — High risk (strict obligations) Al systems that are safety components of regulated products
(machinery, medical devices, vehicles) or fall into listed sensitive areas: - Biometric identification and
categorization (where not banned). - Critical infrastructure (energy grids, water, traffic management).
- Education (exam scoring, admission decisions). - Employment (resume screening, promotion and
termination decisions, work allocation). - Essential services (credit scoring, health and life insurance
pricing, emergency dispatch). - Law enforcement, migration and border control, administration of
justice and democratic processes.

Provider obligations (memorize this list): 1. Risk-management system across the lifecycle. 2. Data
governance — relevant, representative, error-checked training data; bias examination. 3. Technical
documentation and logging (traceability of decisions). 4. Transparency to deployers — instructions for
use, capabilities, limitations. 5. Human oversight — designed so humans can monitor, interpret, and
override. 6. Accuracy, robustness, cybersecurity at an appropriate level. 7. Conformity assessment
before market entry, CE marking, registration in the EU database, post-market monitoring and incident
reporting.

Deployer obligations: use per instructions, assign competent human oversight, ensure input-data quality,
keep logs, inform affected persons, and for public bodies a fundamental-rights impact assessment.

Tier 3 — Limited risk (transparency obligations)

e Chatbots — users must be told they interact with an Al system.

o Deepfakes / synthetic media — must be labeled as artificially generated or manipulated.

» Emotion recognition and biometric categorization (where permitted) — inform the exposed per-
sons.

Obligation: disclosure, nothing more — but failure to disclose is itself a violation.

Tier 4 — Minimal risk (no extra obligations)

o Spam filters, Al in video games, inventory forecasting, recommender systems outside sensitive
areas. Voluntary codes of conduct encouraged; the bulk of Al systems live here.

General-purpose Al model rules (separate track) The Act regulates general-purpose models (not just
systems) since August 2025: - All providers of general-purpose models: maintain technical documenta-
tion, provide information to downstream providers who build on the model, put a copyright policy in
place honoring text-and-data-mining opt-outs, and publish a sufficiently detailed summary of training
content. - Models with systemic risk (presumed when training compute exceeds 10725 floating-point
operations, or designated by the Commission): additionally perform model evaluations and adversarial
testing (red-teaming), assess and mitigate systemic risks, report serious incidents, and ensure adequate
cybersecurity protection of the model. - Open-source models get lighter documentation duties unless
they carry systemic risk.
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Step-by-step classification procedure (use this in any mini-case)

1. Is it an AI system in scope? (machine-based system inferring outputs from inputs with some
autonomy; exclusions: pure research, military, personal non-professional use.)

2. Does the use match a prohibited practice? — If yes: unacceptable risk — forbidden. Stop.

3. Is it a safety component of a regulated product, or in an Annex high-risk area (education, em-
ployment, credit, law enforcement, ..)? — If yes: high risk — full provider/deployer obligation
set. (Narrow exception: purely preparatory or narrow procedural tasks may escape high-risk
classification.)

4. Does it interact with humans, generate synthetic media, or recognize emotions? — If yes: limited
risk — transparency duties.

5. Otherwise: minimal risk — no mandatory obligations.

6. Separately: if a general-purpose model is involved, apply the general-purpose-model duties to its
provider (documentation, copyright policy, training-content summary; plus systemic-risk duties
above 10725 floating-point operations).

7. Always in parallel: check the General Data Protection Regulation (is personal data processed?)
and sectoral law (medical, financial). The AI Act does not replace them.
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7.3 Ethical Challenges

The lecture organizes the ethical landscape into four families (slides 384-387).

7.3.1 Bias Is a Design Problem

What the lecture says (slide 384) Where bias comes from — not only data: - Data selection and
labeling — who is in the dataset, who labeled it, with what instructions. - Objective functions — what
the model is told to optimize. - Evaluation metrics — what counts as “good”; “accuracy # fairness.” -
(And, implicitly, the deployment context — a model fair in one population may be unfair in another.)

The guiding question of the lecture: “Who is systematically disadvantaged by this system?”

Key reframing for the exam: bias is not a bug you fix later; it is a property of the design choices —
you cannot patch it post hoc the way you patch a buffer overflow. A historical-hiring dataset faithfully
learned reproduces historical discrimination by design, not by accident: the data is correct about the
past and wrong about what we want.
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7.3.2 Objectives, Metrics, and Side Effects

What the lecture says (slide 385)
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o Core problem: “Models optimize what you measure — nothing else.”

Typical proxy metrics: accuracy, engagement, efficiency.

e Risk: unintended but predictable behavior.

Key insight: “Al is bad at understanding intent, but very good at exploiting objectives.”

Canonical examples: - A recommender maximizing watch time discovers that outrage and conspiracy
content keeps people watching — radicalization as a side effect of the metric, not a bug. - A hiring
model maximizing “similarity to past successful hires” replicates past hiring bias. - A support chatbot
evaluated on “tickets closed per hour” learns to close tickets without solving problems.

This is the ethics-flavored version of reward hacking / Goodhart’s law: when a proxy measure becomes
the target, it stops being a good measure. The engineering response is to (1) choose metrics closer
to true intent, (2) use multiple metrics including harm metrics, and (3) monitor for side effects after
deployment.
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7.3.3 Fairness Mathematics (computational exam material)

Let predicted decision be § € {0, 1} (1 = positive outcome such as “hire” or “approve”), true outcome
y € {0, 1}, and sensitive attribute A with groups a, a’.

Definitions

o Selection rate of group a: SR(a) = P(y = 1 | A = a) — fraction of the group that receives the
positive decision.

e Demographic parity holds when SR(a) = SR(a’) for all groups.

o Demographic parity difference: DPD = max a SR(a) — min a SR(a) (0 is perfect; common
informal alarm threshold 0.10).

 Disparate impact ratio: DI = min a SR(a) / max a SR(a) — the eighty percent rule flags
adverse impact when DI < 0.80.

o Equalized odds holds when both the true positive rate TPR(a) = P(y=1 | y=1, A=a) and the
false positive rate FPR(a) = P(§=1 | y=0, A=a) are equal across groups. Report the TPR gap
and FPR gap.

e Equal opportunity is the weaker variant: only the true positive rates must match.

Worked example 1 — eighty percent rule, FAIL (hiring) A company screens applicants automatically:

Group Applicants Hired Selection rate
A (majority) 200 60 60 / 200 = 0.30
B (minority) 100 18 18 / 100 = 0.18

Steps: 1. Selection rates: SR(A) = 0.30, SR(B) = 0.18. 2. Ratio: DI = 0.18 / 0.30 = 0.60. 3. Verdict:
0.60 < 0.80 — the system fails the eighty percent rule; evidence of adverse impact against group B.
(Equivalently: the threshold is 0.80 x 0.30 = 0.24, and 0.18 < 0.24.) 4. Demographic parity difference:
DPD = 0.30 — 0.18 = 0.12.
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Worked example 2 — eighty percent rule, PASS (lending)

Group Applicants Approved Selection rate

X 400 140 140 / 400 = 0.35
Y 200 60 60 / 200 = 0.30

Steps: 1. Selection rates: SR(X) = 0.35, SR(Y) = 0.30. 2. Ratio: DI = 0.30 / 0.35 = 0.86 (0.8571
rounded to 2 decimals). 3. Verdict: 0.86 > 0.80 — passes the eighty percent rule; no adverse-impact
flag (DPD = 0.05 is also small). Passing the screen does not prove fairness — it only fails to raise the
alarm.

Disparate impact: selection rates vs. the 80% threshold

Case 1: Hiring (FAILS 80% rule) Case 2: Lending (PASSES 80% rule)
DI =0.60 < 0.80 -> adverse impact DI =0.86 >= 0.80 -> acceptable

0.45

0.40

0.35

0.35

0.30

0.30

0.25

Selection rate
Selection rate

Group A Group B Group X Group Y

Figure 3: Selection-rate bars against the eighty percent threshold

Worked example 3 — equalized odds with per-group confusion matrices A loan-default classifier,
evaluated separately per group (n = 100 each):

Group A predicted 1 predicted 0 total

actually 1 (creditworthy) TP = 32 FN =28 40
actually 0 (not creditworthy) FP = 12 TN =48 60

Group B predicted 1 predicted 0 total

actually 1 (creditworthy) TP =15 FN =10 25
actually 0 (not creditworthy) FP =15 TN = 60 75

Per-group rates (2 decimals): - TPR(A) = 32 / 40 = 0.80; FPR(A) = 12 / 60 = 0.20; SR(A) = (32 +
12) / 100 = 0.44. - TPR(B) = 15 / 25 = 0.60; FPR(B) = 15 / 75 = 0.20; SR(B) = (15 + 15) / 100 =
0.30.
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Gaps and verdicts: - TPR gap = 0.80 — 0.60 = 0.20 — creditworthy applicants in group B are missed
far more often — equalized odds violated (and equal opportunity violated). - FPR gap = 0.20 — 0.20
= 0.00 — false-alarm rates are equal. - Demographic parity difference = 0.44 — 0.30 = 0.14; disparate
impact ratio = 0.30 / 0.44 = 0.68 < 0.80 — also fails the eighty percent rule. - Interpretation: the
harm here is unequal missed opportunity (qualified group-B applicants rejected), which selection rates
alone would under-describe — this is why equalized odds complements demographic parity.

Lo Equalized odds check: TPR gap = 0.20 (violated), FPR gap = 0.00 (satisfied)

I True positive rate
mmm False positive rate

0.80

0.8

TPR gap
=0.20

0.6 -

Rate

0.4 1

0.2

0.0 -
Group A Group B

Figure 4: Per-group true positive rate and false positive rate comparison

The impossibility caveat (preview of Level 4) When base rates P(y = 1 | A = a) differ between groups
and the classifier is imperfect, calibration (equal positive predictive value) and equalized odds cannot
all hold simultaneously (Chouldechova; Kleinberg, Mullainathan, Raghavan). You must choose which
fairness notion matters for the application — there is no metric-satisfying-everything model.
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Equalized odds-a3 Ty af$fe wew w@mr confusion matrix @ TPR @@ FPR @3 @ gap st — TPR
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7.3.4 Automation Bias and Human Oversight

What the lecture says (slide 386)

e Observed pattern: humans tend to over-trust Al systems; “decision support” quietly becomes
“decision replacement.”

o Risks: rubber-stamping (approving whatever the system suggests) and reduced critical judgment.

e Design questions: When can humans override the system? When must they?
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Mechanisms (why over-trust happens)

1. Cognitive offloading — verifying is effortful; agreeing is cheap; under workload the brain econo-
mizes.

2. Anchoring — the AI suggestion becomes the reference point; humans adjust too little away from
it.

3. Authority / “machine objectivity” heuristic — outputs look precise and confident, so they feel
more reliable than a colleague’s opinion.

4. Diffusion of responsibility — “the system decided” lowers the felt personal accountability of the
reviewer.

5. Vigilance decrement and alert fatigue — if the system is right 99 percent of the time, humans
stop checking; rare errors then pass exactly when checking matters most.

6. Time pressure and throughput incentives — reviewers paid or measured per case rubber-stamp
faster.

Empirical pattern (radiology, aviation studies): Al assistance + tired human can perform worse than
the AI alone, because the human stops contributing independent judgment yet adds noise on the cases
where they do intervene.

Mitigations (name at least three in the exam)

o (alibrated confidence display — show uncertainty, not just the answer; route low-confidence cases
to mandatory review.

o Mandatory disagreement / justification step — reviewer must record their own judgment before
seeing the AI suggestion, or must justify approvals in writing.

o Spot checks with known-wrong cases (catch trials) to measure whether reviewers actually review.

e Dual control for irreversible actions — two humans for high-stakes overrides.

e Training and accountability — reviewers keep formal responsibility; oversight quality is audited
(the EU AI Act requires deployers to assign competent oversight, not just any human).

o Workload design — limit cases per hour so that review is realistically possible.

Important exam nuance: adding a human-in-the-loop is not automatically effective oversight — a
rubber-stamping human provides legal cover without safety benefit. The AI Act’s human-oversight
requirement targets effective oversight (ability to understand, monitor, and override).

gAr A Automation bias W WT I@ET S wfolie UM I — IGI3 F FF, A @meT wm,
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7.3.5 Dual Use and Misuse

What the lecture says (slide 387)

¢ Reality: Al systems are often repurposed; misuse is not hypothetical.
e Lecture examples: surveillance, deepfakes, manipulation and persuasion.
e Guiding question: “What does this system make easier, cheaper, or more scalable?”

Distinguish the two terms

e Dual use — an inherent property of the capability: the same model that summarizes medical
papers can suggest synthesis routes for controlled substances; the same voice-cloning model that
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restores a patient’s voice enables phone fraud.
e Misuse — a deliberate harmful act by a user: deepfake-based fraud, automated spear-phishing at
scale, disinformation farms, stalkerware-style surveillance.

Concrete dual-use cases to cite

Capability Beneficial use Harmful use

Text generation Tutoring, accessibility Scalable phishing, propaganda

Image / video synthesis Film production, prototyping  Non-consensual deepfakes,
fraud

Voice cloning Speech prostheses Impersonation scams

Biology / chemistry assistance Drug discovery Uplift for toxin or pathogen
design

Code generation Developer productivity Malware and exploit
generation

Face recognition Unlocking a phone Mass surveillance of protesters

Mitigations

o Capability evaluations and red-teaming before release (this is exactly the EU AI Act’s systemic-
risk duty for the largest general-purpose models).

o Safety training (refusal behavior for harmful requests) and output filtering.

¢ Deployment policies — terms of use, rate limits, know-your-customer for high-risk capabilities
(for example voice cloning).

o Staged release — limited access before general availability; monitor for abuse patterns.

o Watermarking and provenance for synthetic media (supports the limited-risk transparency duty).

e Honest limitation: open-weight release makes most technical mitigations removable — a policy
trade-off between democratization and misuse, with no clean answer.
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Exam-Focused Summary

Topic What to memorize

Why Al # software learned decisions, probabilistic, errors scale,
context-dependent; “you ship behavior”

General Data Protection Regulation 6 lawful bases; principles (purpose limitation,

data minimization); subject rights; Article 22
human-intervention right

Erasure vs weights retrain (exact, costly) / unlearning
(approximate, unverifiable) / output filter
(masks, does not remove)
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Topic What to memorize

Copyright text-and-data-mining exception: research (no
opt-out) vs general (opt-out); memorization —
regurgitation = infringement; deduplication
reduces memorization

Liability roles provider (build 4+ conformity), deployer (use +
oversight + input data + logs), user (misuse
shifts liability); substantial modification turns
deployer into provider

EU AI Act pyramid unacceptable (banned: social scoring, real-time
remote biometric identification) / high
(employment, credit, education: full obligations)
/ limited (chatbots, deepfakes: transparency) /
minimal (spam filters: nothing)

General-purpose models documentation + copyright policy +
training-content summary; systemic risk above
10725 floating-point operations — evaluations,
red-teaming, incident reporting, cybersecurity

Fairness math SR per group — DI = min/max — flag if <
0.80; DPD = max — min; equalized odds =
TPR gap and FPR gap from per-group
confusion matrices

Automation bias offloading, anchoring, diffusion of responsibility,
vigilance decrement — rubber-stamping;
mitigations: judgment-first, confidence display,
catch trials, dual control

Dual use vs misuse inherent capability duality vs deliberate
harmful use; red-teaming, policies, staged
release

Mock Exam — Chapter 7

Time guide: approximately 40 minutes for this chapter’s share. Use the technical terms from the lecture.
Do not use abbreviations. Round numerical results to 2 decimals. Each multiple-choice question has
exactly one correct answer.

Level 1 — Basic (4 multiple choice + 2 definitions)

Q1 (1 pt). Which statement best describes the structure of the European Union Artificial Intelligence
Act? - (a) It bans all artificial-intelligence systems that process personal data. - (b) It imposes
identical documentation duties on every artificial-intelligence system regardless of use. - (c) It classifies
systems by use-case risk into prohibited, high-risk, limited-risk, and minimal-risk tiers, with obligations
proportional to the tier. - (d) It regulates only models trained above a fixed compute threshold.

Q2 (1 pt). A company scrapes publicly available web pages containing personal data to train a com-
mercial language model, without asking anyone. Which lawful basis under the General Data Protection
Regulation is it most plausibly relying on? - (a) Consent of the data subjects. - (b) Performance of a
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contract with the data subjects. - (c¢) Vital interests of the data subjects. - (d) Legitimate interests of
the controller, subject to a balancing test against the data subjects’ rights.

Q3 (1 pt). Which statement best describes the European text and data mining exception relevant to
training data? - (a) Any copying of copyrighted works for machine learning is always permitted. - (b)
Research organizations may mine lawfully accessible works without opt-out; commercial actors may
mine lawfully accessible works only if the rights-holder has not reserved rights in a machine-readable
way. - (c) Only rights-holders themselves may perform text and data mining on their works. - (d) The
exception permits training but forbids storing any copies, making model training impossible in practice.

Q4 (1 pt). Which scenario is the clearest example of automation bias? - (a) A model performs worse
on a demographic group that is underrepresented in training data. - (b) A radiologist accepts the
model’s “no tumor” suggestion on an ambiguous scan without performing their own reading, because
the system is usually right. - (¢) A user deliberately prompts a chatbot to produce a phishing email. -
(d) A recommender system maximizes watch time and amplifies outrage content.

Q5 (2 pts). Define high-risk artificial-intelligence system under the European Union Artificial Intelli-
gence Act and name three provider obligations attached to that tier.

Q6 (2 pts). Define data minimization and explain in one sentence why web-scale pretraining is in
tension with it.

Level 2 — Intuitive understanding (“Explain why...”, 3 pts each: cause — mechanism — consequence)

Q7. Explain why erasing one person’s data from a trained neural network is much harder than deleting
their row from a database.

Q8. Explain why bias in a machine-learning system is a design and data problem rather than a software
bug that can be patched after release.

Q9. Explain why adding a human-in-the-loop does not automatically provide effective oversight, refer-
ring to automation bias.

Level 3 — Harder transfer (mini-cases, 5 pts each: technique + justification + trade-off)

Q10. A software vendor sells “RecruitRank”, a cloud service that automatically scores and ranks incom-
ing job applications for customer companies; the customers’ human-resources staff see the ranked list
and invite the top candidates. Classify RecruitRank under the European Union Artificial Intelligence
Act using the step-by-step procedure, name the roles of the vendor and the customer companies and
their main obligations, and state one trade-off of complying.

Q11. A bank’s credit model approved 88 of 400 applicants from group M and 45 of 125 applicants
from group N last quarter. Compute both selection rates, the disparate impact ratio (2 decimals), and
give the verdict under the eighty percent rule. Propose one mitigation technique and state its main
trade-off.

Level 4 — Transfer questions (TU-hard)

Q12 (6 pts). A data subject demands erasure of their personal data, which was part of the pretraining
corpus of your deployed language model. Discuss the three available remedy families — full retrain-
ing, machine unlearning, and output filtering — and the limits of each. Conclude with a defensible
compliance strategy.
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Q13 (6 pts). Two groups have different base rates of the positive class: P(y=1 | A) = 0.50 and P(y=1
| B) = 0.20. Your classifier is calibrated with equal positive predictive value 0.80 in both groups and
achieves equal true positive rate 0.75 in both groups. Show numerically that the false positive rates
cannot then be equal, and explain what this implies for choosing fairness metrics.

Level 5 — Coding task

Q14 (5 pts). Write a Python function fairness_ report(records) that takes a list of dictionaries with keys
group, y_true, y_ pred and prints, per group, the selection rate, true positive rate, and false positive
rate, then prints the disparate-impact ratio with the eighty-percent-rule verdict, the demographic-
parity difference, and the equalized-odds gaps (true-positive-rate gap and false-positive-rate gap) with
a verdict. Demonstrate it on a small dataset of 20 records in two groups.

Solutions

Level 1 Q1 — (c). The Act is risk-based: unacceptable risk is prohibited; high risk carries strict obli-
gations; limited risk carries transparency duties; minimal risk carries none. (a) is false — processing
personal data triggers the General Data Protection Regulation, not a ban. (b) contradicts the propor-
tional, tiered design. (d) describes only the systemic-risk rule for general-purpose models, a separate
track, not the whole Act.

Q2 — (d). No consent was asked (a), there is no contract with the people whose pages were scraped
(b), and nobody’s life is at stake (c). Controllers of web-scraped training data typically claim legitimate
interests, which is only valid together with a documented balancing test, safeguards (such as filtering
of personal data), and respect for objections.

Q3 — (b). Article 3 of the Digital Single Market Copyright Directive covers research organizations
with no opt-out; Article 4 covers everyone else but yields to a machine-readable rights reservation. (a)
ignores both lawful access and the opt-out; (c) is nonsense; (d) is false — temporary copies for mining
are exactly what the exception permits.

Q4 — (b). Automation bias is the human over-trusting the automated suggestion and substituting
it for their own judgment. (a) is statistical bias from data, (c) is misuse, (d) is a metric side effect
(objective misspecification).

Q5. A high-risk artificial-intelligence system is one that is a safety component of a regulated product
or falls into a listed sensitive area (biometrics, critical infrastructure, education, employment, essen-
tial private and public services such as credit scoring, law enforcement, migration, justice), and is
therefore subject to strict obligations before and after market entry. Any three of: risk-management
system; data governance with bias examination; technical documentation and logging; transparency
and instructions to deployers; designed-in human oversight; accuracy, robustness and cybersecurity;
conformity assessment with registration and post-market monitoring.

Q6. Data minimization is the principle that only personal data that is necessary for the specified
purpose may be collected and retained. Web-scale pretraining inverts this logic: it collects as much
data as possible for a purpose that is defined only vaguely (“train a general model”), so necessity for
a specific purpose is hard to demonstrate; mitigations are filtering of personal data, deduplication,
opt-out handling, and documented data governance.

Level 2 Q7. Cause: a database stores data as addressable records, but training compresses the corpus
into shared parameters; no weight “belongs” to one person. Mechanism: gradient updates from millions
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of examples are superimposed in the same weights, so one person’s influence is distributed across the
whole network and cannot be located or subtracted exactly; rare repeated strings may additionally be
memorized verbatim. Consequence: exact erasure requires retraining from scratch without the data,
which is prohibitively expensive; approximate machine unlearning is hard to verify; output filtering only
suppresses regurgitation without removing the learned information — so the right to erasure collides
with the technical structure of trained models.

Q8. Cause: a model’s behavior is determined by its training data, objective function, evaluation
metric, and deployment context — all chosen at design time. Mechanism: if historical data encodes
discrimination, faithful optimization reproduces it; if the objective is a proxy (engagement, similarity
to past hires), the model optimizes the proxy including its harmful correlations; accuracy metrics do
not measure fairness, so the problem stays invisible. Consequence: no post-release patch fixes this,
because nothing is “broken” in the code — the system does exactly what it was designed to do; the
remedy is changing the design: data curation, objective and metric selection, per-group evaluation, and
deployment constraints.

Q9. Cause: humans over-trust automated outputs (automation bias), especially under time pressure
and high system accuracy. Mechanism: verifying is cognitively expensive while agreeing is cheap (cogni-
tive offloading); the suggestion anchors the reviewer; responsibility feels diffused (“the system decided”);
and when errors are rare, vigilance decays, so reviewing degenerates into rubber-stamping. Consequence:
the human approves precisely the rare wrong outputs that oversight was meant to catch, providing le-
gal cover without safety benefit; effective oversight needs design support — judgment recorded before
seeing the suggestion, calibrated confidence display, catch trials, workload limits, and dual control for
irreversible actions.

Level 3 Q10 — model answer. Classification (technique): Step 1: RecruitRank is an artificial-
intelligence system in scope (machine-based, infers rankings from application data). Step 2: it matches
no prohibited practice (no social scoring across contexts, no manipulation, no biometric identification).
Step 3: it operates in the employment area — recruitment and selection of natural persons — which
is a listed high-risk use, and ranking applicants is not a narrow preparatory task because it materially
shapes who is invited. Therefore RecruitRank is a high-risk artificial-intelligence system. Steps 4-5 are
moot; step 7 still applies (applicant data is personal data, so the General Data Protection Regulation
applies in parallel, including the right not to be subject to a solely automated rejection). Roles and
obligations (justification): the vendor is the provider: risk-management system, data governance with
bias examination of training data, technical documentation, logging capability, instructions for use,
designed-in human oversight, accuracy and robustness testing, conformity assessment and registration.
Each customer company is a deployer: use according to instructions, competent human oversight of
the ranking (recruiters must be able to question and override it), relevant input data, log keeping,
informing applicants about the use of the system. If a customer substantially modifies the system
(for example retrains it on its own outcomes and rebrands it), it becomes a provider itself. Trade-off:
full compliance (documentation, bias audits, human review of rankings) raises cost and slows hiring
throughput — exactly the efficiency the product was bought for; skipping it, however, exposes both
parties to fines and discrimination liability.

Q11 — model answer. Computation (technique): selection rate of group M = 88 / 400 = 0.22; selection
rate of group N = 45 / 125 = 0.36. Disparate impact ratio = 0.22 / 0.36 = 0.61. Verdict: 0.61 <
0.80 — the model fails the eighty percent rule; adverse impact against group M (equivalently, 0.22
is below the threshold 0.80 x 0.36 = 0.29). Demographic parity difference = 0.36 — 0.22 = 0.14.
Mitigation (justification): first audit why the gap exists (feature correlations with group membership,
unrepresentative training data); a standard technique is reweighing or resampling the training data,
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or applying group-aware threshold adjustment so that selection rates equalize; also check equalized
odds to see whether qualified group-M applicants are being missed (true-positive-rate gap). Trade-off:
enforcing demographic parity typically costs some predictive accuracy and can conflict with calibration
when base rates differ between the groups; threshold adjustment is also legally sensitive because it
treats groups explicitly differently — so document the fairness goal and the justification.

Level 4 Q12 — model answer. 1. Full retraining without the data — the only exact remedy: remove
the person’s records from the corpus and retrain. Limits: months of time and enormous compute
cost per request; infeasible as a per-person process; at best batched into periodic retraining cycles
with a “removal list”. 2. Machine unlearning — approximate methods (influence-based parameter
updates, fine-tuning to forget, sharded training such as the slice-and-aggregate approach where only
affected shards are retrained). Limits: guarantees are weak for large language models; verifying that
the influence is gone is an open research problem; aggressive unlearning degrades unrelated capabilities;
sharded designs must exist before training. 3. Output filtering / suppression — block generations
containing the person’s data, add refusal behavior for queries about them. Limits: the information
remains in the weights (the model still “knows”); filters are circumventable by paraphrase and prompt
attacks; this mitigates the manifestation, not the processing. Defensible strategy: prevent at ingestion
(filtering of personal data, deduplication, opt-out honoring, provenance records so affected data can be
located); on receiving a request: remove the data from all retrievable stores (corpus, retrieval indexes,
logs, embeddings), add output filters immediately, schedule the removal for the next retraining or
unlearning cycle, and document the process — combining immediate symptom control with eventual
removal is the currently defensible reading of the right to erasure.

Q13 — model answer. From the definitions, with base rate p, the false positive rate satisfies the identity
FPR=[p/ (1 —p)] x [(1 = PPV) / PPV] x TPR, because positive predictive value = true positives
/ (true positives + false positives), true positives = p x TPR x n and false positives = (1 — p) x FPR
x n. Group A: FPR(A) = (0.50 / 0.50) x (0.20 / 0.80) x 0.75 = 1.00 x 0.25 x 0.75 = 0.19 (0.1875).
Group B: FPR(B) = (0.20 / 0.80) x (0.20 / 0.80) x 0.75 = 0.25 x 0.25 x 0.75 = 0.05 (0.0469).
The false-positive-rate gap is 0.19 — 0.05 = 0.14 # 0, so equal calibration plus equal true positive
rate forces unequal false positive rates whenever base rates differ — equalized odds and calibration
are jointly unsatisfiable for an imperfect classifier (Chouldechova’s impossibility result). Implication:
fairness-metric choice is a normative decision: for lending one may prioritize calibration (scores mean
the same thing in both groups), for criminal-justice risk scores one may prioritize equal false positive
rates (equal burden of false accusations); engineers must state and justify the chosen metric rather than
claim “the model is fair”.

Level 5 Q14 — solution (verified run).

def fairness report(records, threshold=0.80):
77 7Per-group selection rate, TPR, FPR; disparate-impact ratio;
demographic-parity difference; equalized-odds gaps with verdicts.”””
groups = sorted({r["group”] for r in records})

stats = {}

for g in groups:
rows = [r for r in records if r[’group”] == g]
positives = [r for r in rows if r[’y_true”] == 1]
negatives = [r for r in rows if r["y_ true”] == 0

9

tpr = (sum(r["y_pred”] for r in positives) / len(positives)) if positives else 0.0
fpr = (sum(r[”y_pred”] for r in negatives) / len(negatives)) if negatives else 0.0

== 0]
sel = sum(r["y pred”] for r in rows) / len(rows)
(
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stats[g] = {"selection rate”: sel, "tpr”: tpr, "fpr”: fpr, "n”: len(rows)}

rates = [stats[g]["selection rate”] for g in groups]

di = min(rates) / max(rates) if max(rates) > 0 else 0.0
dpd = max(rates) - min(rates)

tprs = [stats[g]["tpr”] for g in groups]

fprs = [stats[g]["fpr”] for g in groups]

tpr_gap = max(tprs) - min(tprs)

fpr__gap = max(fprs) - min(fprs)

for g in groups:
s = stats|g]
print(f”Group {g}: n={s['n']}, selection rate={s['selection_ rate']:.2f}, ”
f?"TPR={s['tpr']:.2f}, FPR={s['fpr']:.2f}"”)
print(f”Disparate-impact ratio = {di:.2f} -> 7
f7{'FAILS the 80 percent rule' if di < threshold else 'passes the 80 percent rule'}”)
print(f”"Demographic-parity difference = {dpd:.2f}”)
print(f"Equalized-odds gaps: TPR gap = {tpr_gap:.2f}, FPR gap = {fpr_gap:.2f} -> ”
f7{ 'equalized odds VIOLATED' if max(tpr_gap, fpr_gap) > 0.10 else 'equalized odds approximately
return di, dpd, tpr__gap, fpr_ gap

data = (
# Group A: 5 actual positives (4 predicted positive), 5 actual negatives (1 predicted positive)
[{"group”: 7A”, 7y_true”: 1, "y_pred”: 1}] * 4 +
[{’group”™ ”A”, 7y_true”: 1, "y_pred”: 0}] * 1 +
[{7group”: "A”, 7y _true”: 0, 7y_pred”: 1}] * 1 +
[{”group”: ”A”, ’y_true”: 0, 7y_pred”: 0}] * 4 +
# Group B: 5 actual positives (3 predicted positive), 5 actual negatives (0 predicted positive)
[{"group”: "B”, "y _true”: 1, "y pred”: 1}] * 3 +
[{"group” "B”, "y _true”: 1, 7y pred”: 0}] * 2 +
[{"group”: "B”, "y _true”: 0, "y pred”: 0}] * 5

)

fairness_ report(data)

Verified output:

Group A: n=10, selection rate=0.50, TPR=0.80, FPR=0.20

Group B: n=10, selection rate=0.30, TPR=0.60, FPR=0.00

Disparate-impact ratio = 0.60 -> FAILS the 80 percent rule

Demographic-parity difference = 0.20

Equalized-odds gaps: TPR gap = 0.20, FPR gap = 0.20 -> equalized odds VIOLATED

Interpretation: group B’s selection rate (0.30) is only 60 percent of group A’s (0.50), failing the eighty
percent rule; the true-positive-rate gap of 0.20 shows that qualified members of group B are missed
twice as often, so equalized odds is violated as well.
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Final Cheat Sheet

One-line definitions to recall under time pressure: - Lawful basis — one of six legal grounds; web
scraping — legitimate interests + balancing test. - Right to erasure vs weights — retrain (exact,
costly) / unlearn (approximate) / filter outputs (masks only). - Text and data mining exception —
research: no opt-out; commercial: machine-readable opt-out wins. - Provider / deployer / user —
builds / operates / interacts; substantial modification promotes a deployer to provider. - Risk pyramid
— banned - high (full obligations) - limited (transparency) - minimal (nothing). - General-purpose
model duties — documentation, copyright policy, training-content summary; systemic risk above 10725
floating-point operations adds evaluations, red-teaming, incident reporting, cybersecurity. - Eighty
percent rule — DI = min selection rate +~ max selection rate; < 0.80 — adverse impact. - Equalized
odds — equal true positive rate and false positive rate per group; report the gaps. - Automation bias
— over-trust — rubber-stamping; fix with judgment-first review, confidence display, catch trials, dual
control. - Dual use vs misuse — inherent capability duality vs deliberate abuse; red-team, restrict,
watermark, stage releases.

Common traps: 1. Confusing the General Data Protection Regulation (regulates personal data) with
the Artificial Intelligence Act (regulates systems by use-case risk) — most real systems must satisfy
both. 2. Treating pseudonymized data as anonymous — it is still personal data. 3. Believing “the
model does not store data” — memorization and regurgitation are real. 4. Treating bias as purely a
data problem — objectives, metrics, and deployment context also inject it. 5. Counting any human-in-
the-loop as oversight — automation bias makes naive review ineffective. 6. Computing the disparate
impact ratio the wrong way around — it is always min + max, so it lies in (0, 1].

End of Chapter 7.
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